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Objective for today’s presentation

Establish a basic understanding of key 
concepts related to cyber security risk 
treatment and the value that Cyber 
Security Insurance can bring to the 
organization in situations where residual 
risk can be transferred to cyber insurers. 

Perform a practical walkthrough of a typical Cyber Security Insurance 
application form to establish a basic understanding of the inputs required.

Establish a basic understanding of the cyber 
security insurance application process, 

key stakeholders who need to be involved, 
and the challenges in identifying coverage 

options, including consideration of 
vendors/service organizations.
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The case for cyber security insurance
A case study “right on target”

May 5th 2014: CEO Gregg  Steinhafel was removed by the Board of Directors.
May 28th 2014: Institutional Shareholder Services (ISS) recommended that Target shareholders vote out 7 
of its 10 board members including members of the Audit and Corporate Responsibilities committees.
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The case for cyber security insurance
The Cost of Data Breaches

*Article Reference: http://www.lifehealthpro.com/; Published June 18th, 2015
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The case for cyber security insurance 
Costs related to a Cyber Security Incident

 Business interruption (loss of revenue)

 Crisis event management, including establishing a call center

 Credit monitoring

 Data and system restoration

 Cyber extortion or cyber terrorism

 Forensics

 Notification to customers (account holders, patients, 
providers, etc.) via letter, media, web, email, etc. depending 
on state & federal laws

 Notification message content preparation

 Cost related to tracking of effort: Hours and invoices for 

credit monitoring, data & system restoration, legal, privacy, etc.

 Regulatory fines and penalties
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The case for cyber security insurance
Cyber threats and how they materialize in organizations

Organized crime
Fake e-mails for accounts, wire 

transfers, bank accounts (phishing, 
ransom)

Nation-states
Espionage, intellectual property to 
help achieve economic growth and 
increase competitiveness at no cost

(sophisticated attacks)

Insiders
More disgruntled employees, 
fraudsters due to increased 

outsourcing

Access monitoring and accounts not 
disabled on time

Hacktivists
Morality, not money (attack what is 

viewed as corporate injustice) –
Denial of service attacks
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The case for cyber security insurance 
Why Do We need Cyber Insurance – Risk Treatment

Transfer 
(Insurance)

Reduce 
(mitigate)Accept

Avoid
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Definitions

What Cyber Security Insurance IS

Risk Management Strategy i.e. cyber security 
insurance transfers some of the financial risk 

of a security breach to the insurer.

 

What Cyber Security Insurance IS NOT

Cyber Security Insurance doesn’t do a good 
job of covering the reputation damage and 

business downturn that can be triggered by a 
security breach.

Having Cyber Security Insurance is not an 
excuse to neglect the design and 

implementation of good cyber security 
controls.
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The Cyber Security Insurance Challenge

■ Limited regulation and frameworks available to guide selection of insurance options out of 

numerous cyber insurance products

■ Executive management does not see the value of Cyber Security Insurance 

■ Determining the likely financial impact on the organization as a result of a cyber security 

breach

■ Unable to get insurance underwritten because of current risk profile 

■ Too many exclusions, restrictions and defined uninsurable risks

■ Applications are challenging to complete, compare, and can be confusing

■ Ownership (CIO/CTO? CISO? CFO? CLO?)

■ Premiums increase annually or are too expensive
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Cyber Security Insurance Ownership & Responsibilities

■ Insurance falls within the duties of the Chief Financial Officer (CFO)

■ Completion of the application is often delegated to the IT Officer/Director or CISO office, who 

may feel it is an ‘indictment’ on them

■ Combination of CFO, IT, and Risk Officer required for completing different sections of 

application

■ Privacy and Legal may provide inputs

■ Other members of management
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Considerations when selecting a Cyber Security Insurance Policy
Identifying insurance scope

■ Identify and secure the company’s “crown jewels”, then quantify                                        
and insure the remaining risk 

– Personally Identifiable Information (PII) or electronic identifiable                               
Protected Health Information (ePHI)? PCI? Intellectual Property?

– Volume of data

– Data Location (i.e. in-house, hosted (cloud)), structured & unstructured

– Who has access to the data and from where (also consider outside
vendor access into network and their coverage when signing contracts)

■ Consider costs related to the following for coverage scope:

– Business interruption
– Crisis event management (e.g. establishing 

a call center)
– Credit monitoring
– Data and system restoration
– Forensics
– Cyber extortion

– Notifications to customers (account holders, 
patients, providers, etc.) via letter, media, web, 
email, etc. depending on state & federal laws

– Media, privacy, legal costs
– Regulatory fines and penalties
– Soft costs
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Considerations when selecting a Cyber Security Insurance Policy
Cyber Security Insurance Policy Options & Limit Considerations

■ Understand various types of coverage (Data breach coverage, Business Interruption 

coverage, Network damage, etc.)

■ Standalone policies or combined with Professional Liability/Error & Omissions (E&O) 

Insurance (e.g. Doctors & Hospitals - cyber with medical malpractice)

■ Don't just increase limit on a standalone E&O policy for cyber coverage. It won't cover it. 

■ Buy insurance from same carrier as other insurance policies to keep premiums low

■ Cyber & Privacy Insurance are often packaged together

■ Customer contracts can influence insurance limits and 

duration. The bigger and longer the contract, the higher the liability.

– Professional services companies should look at average 

size of their contract and capping liability.
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Tips & Tricks for Favorable Cyber Security Insurance Premiums

■ Four “pillars” of an effective cyber risk culture that results in favorable premiums:

– engaged executive leadership; 

– targeted cyber risk education and awareness; 

– cost-effective technology investments; and 

– relevant information sharing.

■ Review premiums & coverage quarterly at a minimum

■ Conduct an independent audit of cyber security controls at least annually
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Tips & Tricks for Favorable Cyber Security Insurance Premiums
Conduct an Independent Cyber Maturity Assessment

Legal and 
compliance

Leadership 
and 

governance

Operations 
and 

technology

Business 
continuity

Human 
factors

Information 
risk 

management

The organization’s preparations for a security event and 
its ability to prevent or minimize the impact through 
successful crisis and stakeholder management.

Business continuity and crisis management

Approach to achieve comprehensive and effective 
risk management of information throughout the 
organization and its delivery and supply partners.

Information risk management

The board, their due diligence, ownership, and 
effective management of risk.

Leadership and governance

The level of security-focused culture that 
empowers and ensures the right people, 
skills, culture and knowledge.

Human factorsOperations and technology

The level of control measures 
implemented within the organization to 
address identified risks, and minimize 
the impact of compromise.

Legal and compliance

Regulatory and international certification standards 
relevant to the organization.
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The Cyber Security Insurance Application & Review Process
Select a Cyber Insurance Policy Broker who…

■ Can get multiple quotes in the market to balance price with coverage

■ Specializes in offering coverage in your industry and is                                    

knowledgeable on attacks experienced by that industry

■ Understands state and federal regulatory compliance

■ Can help compare the company capabilities with other similar companies

■ Can clarify cyber risk coverage vs. other insurance policies’ coverage

■ Can help identify incident breach types too expensive to insure

■ Can help scrutinize incident response workflow capabilities

■ Can clearly outline the forensic analysis and incident response conditions and process

■ Can help find policies that include breach drill assistance and training
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When the enemy strikes, don’t lose your coverage!

■ Notify Cyber Security Insurer first in a breach incident unless pre-authorized to contact 

Forensic firm first  

■ Forensic Firm and Cyber security provider must be both involved simultaneously

■ Create procedures with contract requirements in mind

■ Notify the credit card brand companies 

■ Don’t wait too long before notifying legal, public relations, privacy, executive management

Establish a Cyber Security Breach Incident Communications Policy 
and 

Conduct Annual Training for EVERYONE in the organization
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Completing a cyber security insurance application - where to start?
Prepare to complete the application 

■ Build relationships ahead of time 

■ Communicate in advance to stakeholders (6 + months)

■ Update the annual cyber security plan narrative

■ Update the listing of available protection & prior-year control enhancements

■ Use the prior year application (if you have one)

■ Compare multiple applications

■ Allow for 40+ hours of work

■ Develop an approach and set a realistic timeline

■ Do not submit application without legal review

■ Update the board on outcome
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Walkthrough of cyber security insurance application questions
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Conclusion

■ Cyber Security Insurance can be used as a tool to transfer some of the risk related to a 
cyber security incident and soften the financial impact on the organization

■ There are many challenges in obtaining Cyber Security Insurance, however with adequate 
buy-in from Executive Management and the help of a good broker, the battle is half won

■ The Cyber Security Insurance application form completion should be a collaborative effort 
between the CFO, CIO, CISO and Legal Officers

■ More favorable Cyber Insurance Premiums are possible by providing evidence of a mature 
cyber security posture across all levels of the organization (people, process & technology)

■ A good Cyber Security Insurance broker is critical in helping to understand policy options, 
exclusions, restrictions and uninsurable risks

■ A tested and communicated Incident Communication, Response and Handling Policy is 
vital to help ensure coverage payout in the event of a cyber security breach and limit financial 
and reputational damage.
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What Questions Do You Have?
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Thank you
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