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By being 100% unapologetically focused on Microsoft cloud services, 

we can deliver strategic consulting & technical implementation through a 

single vendor to our customers



Key Takeaways

• Defense Industrial Base = Cybersecurity Maturity Model Certification (CMMC)

• Cybersecurity is a lifestyle

• Cybersecurity is an organizational culture

• CMMC is a model and framework not an architecture

• Cloud Providers can share responsibility to reduce complexity

• Cloud Providers provide Enterprise capabilities available to more organizations

• Zero Trust principles and design aligns with Cybersecurity and CMMC



Bring on the acronyms

C3PAO Certified Third-Party Assessor Organization

CISA Cybersecurity and Infrastructure Security Agency

CDI Covered Defense Information

CMMC Cybersecurity Maturity Model Certification

CUI Controlled Unclassified Information 

DFARS Defense Federal Acquisition Regulation Supplement

FCI Federal Contract Information 

FedRAMP Federal Risk and Authorization Management Program

ITAR International Traffic in Arms Regulation

NIST US National Institute of Standards and Technology 

POA&M Plan of Actions and Milestones 

DIB Defense Industrial Base

CMMC-AB RPO CMMC Accreditation Body Registered Provider Organization



Who should care about CMMC

• Organizations doing business with the U.S. Department of Defense

• Required CMMC level for contractors and sub-contractors will be 

specified in the solicitation and in Requests for Information (RFIs), if 

utilized

• On Path with Executive Order 14028, on “Improving the Nation’s 

Cybersecurity”





CMMC Primary Goals

• Safeguard sensitive information to enable and protect the warfighter

• Dynamically enhance DIB cybersecurity to meet evolving threats

• Ensure accountability while minimizing barriers to compliance with DoD 
requirements

• Contribute towards instilling a collaborative culture of cybersecurity and 
cyber resilience

• Maintain public trust through high professional and ethical standards





Scale and Scope

• People

• Number of users

• Culture

• Business process

• Environment

• Infrastructure

• Devices

• Application and Services

• IT Management

• Staffing size, maturity, and operations

• Collection of services, tools, and processes

• CMMC

• Same requirements for all

• Cybersecurity threats

• Bad actors target all sizes and types of business

• People Hacking is REAL & Effective

• Good people trying to do good things, but did bad 

things

• Insurance

• Cybersecurity Insurance is getting specific

Variable Fixed



Shared Responsibility Model



Microsoft Clouds

https://techcommunity.microsoft.com/t5/public-sector-blog/understanding-compliance-between-commercial-government-and-dod/ba-p/3258326

https://techcommunity.microsoft.com/t5/public-sector-blog/understanding-compliance-between-commercial-government-and-dod/ba-p/3258326


Why are we having a Zero Trust conversation?

3. Assets increasingly leave the network
• BYOD, WFH, Mobile, and SaaS

4. Attackers shift to identity attacks
• Phishing and credential theft

• Security teams often overwhelmed



Zero Trust

Simplify

Integrate

Automate

Consolidate



Network

Applications

Endpoints

Identities

Data

Infrastructure

Zero Trust Rapid Modernization Plan (RaMP)
Prioritize rapid progress on highest positive impact

Infrastructure & 

Development



Microsoft CMMC Product Placemat (Microsoft 365 E5)

Microsoft CMMC Product Placemat: https://aka.ms/cmmc/productplacemat

https://aka.ms/cmmc/productplacemat


Microsoft CMMC Product Placemat (Microsoft 365 E5)



https://www.acq.osd.mil/cmmc/docs/AG_Level2_MasterV2.0_FINAL_202112016_508.pdf

https://www.acq.osd.mil/cmmc/docs/AG_Level2_MasterV2.0_FINAL_202112016_508.pdf


Microsoft Technical Reference Guide for CMMC: https://aka.ms/cmmc/techrefguide

https://aka.ms/cmmc/techrefguide


Microsoft Technical Reference Guide for CMMC: https://aka.ms/cmmc/techrefguide

https://aka.ms/cmmc/techrefguide


Microsoft CMMC Product Placemat (All)



Endpoints

Identities

Network

Applications

Infrastructure

Data

Microsoft
Azure AD

Microsoft
Defender
for Identity

Microsoft
Information 
Protection

Microsoft
Defender for 
Cloud Apps

Microsoft Sentinel

Microsoft
Defender

Microsoft
Endpoint 
Manager

Posture Management

Microsoft
Defender for 
Cloud

https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory/


Sanctioned and 

Managed Services

Internet and 

Unsanctioned/Unmanaged Apps
Private and Managed in 

the cloud or on-premises

Managed devices

Unmanaged devices

BYOD

Strongly managed identities

Managed identities

Anonymous and Consumer 

identities 

MFA User Admin

PartnerUser

Adaptive 

Access Control

Business Critical 

Segment(s)

Sensitive Business 
Units/Apps

Low Impact IoT/OT 

Printers, VoIP phones, 

etc.

High Impact IoT/OT

IoT/OT With Life/Safety 

Impact



Key Resources

• What is GCC High: https://www.agileit.com/news/what-is-gcc-high/

• CMMC DOD: https://www.acq.osd.mil/cmmc/index.html

• CMMC Assessment Guide, Level 2: 

https://www.acq.osd.mil/cmmc/docs/AG_Level2_MasterV2.0_FINAL_202112016_508.pdf

• Cyber AB: https://cyberab.org/

• Microsoft CMMC Product Placemat: https://aka.ms/cmmc/productplacemat

• Microsoft Government

• General Validation: https://azuregov.microsoft.com/general

• Azure Government Trial Validation: https://azuregov.microsoft.com

https://www.agileit.com/news/what-is-gcc-high/
https://www.acq.osd.mil/cmmc/index.html
https://www.acq.osd.mil/cmmc/docs/AG_Level2_MasterV2.0_FINAL_202112016_508.pdf
https://cyberab.org/
https://aka.ms/cmmc/productplacemat
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fazuregov.microsoft.com%2Fgeneral&data=02%7C01%7CRichard.Wakeman%40microsoft.com%7Cf76bd903540d4f3f3d2c08d691024898%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636855837342135910&sdata=UxFzcusGIYWzKTstEvtIWoOufgsBHcmiz3WWADP24V0%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fazuregov.microsoft.com&data=02%7C01%7CRichard.Wakeman%40microsoft.com%7Cf76bd903540d4f3f3d2c08d691024898%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636855837342155919&sdata=EhS5uG9Oh9Xo9Jx%2FpUjWNUKVCrcjTc3ACtbZLSsao1E%3D&reserved=0


Key Takeaways

• Defense Industrial Base = Cybersecurity Maturity Model Certification (CMMC)

• Cybersecurity is a lifestyle

• Cybersecurity is an organizational culture

• CMMC is a model and framework not an architecture

• Cloud Providers can share responsibility to reduce complexity

• Cloud Providers provide Enterprise capabilities available to more organizations

• Zero Trust principles and design aligns with Cybersecurity and CMMC



Thank You!

Thank You! Questions?

We make IT easy


