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Who am I?

• Background in Security Operations – Red, 
Blue, DFIR, and Consulting

• Kentucky born and raised!

• I like helping people; hacking things; 
stopping hackers; fishing and playing 
music

• 20 Years in the industry/ MS in Info Sec/ 
GCFA, GREM

• Jokes, anyone?

• Very happy to be here!

Oscar Minks – President 
FRSecure

FRSECURE ANNUAL INFORMATION SECURITY REPORT



"In the event of a 
robot uprising, 
I'd like to go on 
record as being 
fully supportive of 
our new robot 
overlords."

Tony Stark



What is ChatGPT, Really? 
(Nerd Stuff )
• Generative Pre-Trained Transformer (GPT) 

series of Large Language Models (LLM)

• GPT IS a type of LLM

• ChatGPT was actually “born” in 2018

• GPT-4 (Current Version) was released in 

March of 2023

• It is NOT true AI….

• That’s actually called AGI (Artificial 

General Intelligence)

• NOT Task oriented – operates 

autonomously 

• This IS a long-term goal though…

• Anywhere from 10 years to 10000 Years 

away. ☺ 

• 72 Active AGI projects worldwide



LLM (More Nerd Stuff )
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ChatGPT-4 -
100 Trillion 



Who Care’s….what do we do with it? 
L OT S  O F  O P P O RTUNI T Y E X A M PL E S



I asked ChatGPT to create a ChatGPT usage policy… It’s not bad

1.Confidentiality: Treat all customer information as highly confidential. Do not disclose or share any sensitive customer data during interactions with ChatGPT.

2.Security: Ensure that ChatGPT interactions occur over secure channels and on systems with appropriate security measures to protect customer information from 
unauthorized access or disclosure.

3.Compliance: Adhere to all relevant laws, regulations, and industry standards, such as data protection and privacy regulations (e.g., GDPR, CCPA) and financial industry 
guidelines (e.g., PCI DSS).

4.Limited Access: Grant access to ChatGPT only to authorized personnel who have undergone necessary training on data handling, privacy, and security protocols.

5.Data Retention: Avoid storing or retaining chat logs longer than necessary. Delete or anonymize customer interactions as per data retention policies and applicable 
regulations.

6.Accuracy and Reliability: Exercise caution when relying on ChatGPT responses for critical decisions or actions. Use ChatGPT as a support tool rather than a sole source of 
information.

7.Regular Auditing: Conduct periodic audits and assessments of ChatGPT usage, including access controls, data handling practices, and compliance with policies and 
regulations.

8.Monitoring and Logging: Implement monitoring mechanisms to track and record interactions with ChatGPT for security, compliance, and quality assurance purposes.

9.User Awareness and Training: Educate employees on the appropriate usage of ChatGPT, including data privacy, security best practices, and the importance of adhering to 
the established policies.

10.Policy Updates: Regularly review and update the policy as needed to address emerging risks, changes in regulations, or advancements in technology.

Please note that this is a general sample policy, and it is important to customize it to fit the specific needs and requirements of your banking business. Additionally, it is 
advisable to consult legal and compliance experts to ensure compliance with local regulations and industry-specific guidelines.



It’s not all good though….



ChatGPT Hallucinations 



ChatGPT Hallucinations 



Data Poisoning



Threat Actors



It has boundaries – that can be broken
(Prompt Injection Attack)



Other Thoughts



DALL-E Is really fun
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