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What has not.



// Hello

● Cofounder @ ScaleSec

● Cloud @ AWS

● SIEM @ ArcSight

● MSSP @ SAIC

● Based in San Diego, CA



Sc
al

eS
ec

.c
om

Our Green Team Mission:
Address security as efficiently 
as possible, across as much of 
the organization as possible.

// Focus: shipping secure product fast
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Current Engagements Snapshot

● Build a global retail payments platform

● Manage cloud incidents

● Provide Tier 1 cloud engineering support

● Launch global secrets management solution

● Build security into cloud infrastructure code

● Take products to federal market: wearable health 
device, email security platform, cloud call center, 
bioinformatics automation, software security

CTO/CIO

CISO



// 2012: I think I know everything.

security event 
correlation & 

analytics

threat 
intelligence

incident 
response

security 
engineering

disaster
recovery

IT outsourcing



// 2013: I start a new job.



// 2013: I learn I don't know anything.

substations

sea cables

firmware 
hacking

power stations



2006



// 2006: AWS Launched

● OK really 2004 if you count preview

● 2005 Mechanical Turk

● July 2006: First infrastructure service GA

● Honorable mention: Alexa Web 
Information Service (2004-2022)

● 2008 EC2 (conceived in late 2023)

https://aws.amazon.com/about-aws/whats-new/2006/07/11/amazon-simple-queue-service-amazon-sqs-now-generally-available/


// Also 2006

● Hannah Montana

● Shiloh from Brangelina

● Borat make moviefilm

● Pluto is sad

?



// 2007-2009 Early adopters

● Just a few AWS services available

● Nascent; largely experimental

● EC2 direct on the Internet (VPC GA in 2011)

● No significant security incidents (because it wasn't broadly used)

● Some outages, but services were mostly "beta" then



// 2010: Other clouds



// Also 2010



// 2012: Shared Responsibility Model



// 2014: Pizza as a Service Model (Albert Barron)



"I don't trust the 'cloud'."

"We were forced to come to this meeting."

"We don't want you here."

"We don't want cloud."

"Why are people from the bookstore here?"

// 2013: Travel the world and meet interesting people



// 2013: "The cloud is not secure"



// <2013: Visibility



// <2013: Visibility?



// <2013: Visibility

command 
logging 

gateway



// 2013+ Visibility

● Records API calls made on an AWS 
account 

○ directly by the user 

○ on behalf of the user by an AWS service

● Records logs to your S3 bucket

● AWS CloudFormation, AWS Elastic 
Beanstalk, AWS OpsWorks, and Auto 
Scaling, and more



// 2013+ Visibility

…
    "userName" : "Nikki",
    "eventTime" : "2023-07-19T21:14:20Z" ,
    "eventSource" : "ec2.amazonaws.com" ,
    "eventName" : "TerminateInstances" ,
    "awsRegion" : "us-east-1" ,
    "sourceIPAddress" : "192.0.2.10" ,
    "userAgent" : "aws-cli/2.13.5 Python/3.11.4 
Linux/4.14.255-314-253.539.amzn2.x86_64 
exec-env/CloudShell exe/x86_64.amzn.2 prompt/off 
command/ec2.stop-instances" ,
…



// 2014: Code Spaces

● Cloud-based code-hosting service

● Attacks

○ Distributed denial of service attack

And…

○ Destructive attack via AWS console access

● Went out of business in 12 hours

● Partially or completely deleted

○ Virtual machines

○ Data

○ Backups

○ Machine configurations

No MFA?







// 2014-2015: Early days of DevSecOps

● Could security solve DevOps challenges?

● Could DevOps solve security challenges?

● Version control

● Automated testing

● Repeatability

● All the things as code

○ Security

○ Policy

○ Compliance

○ Change management (ITSM)

AWS & Intuit introducing 
DevSecOps at re:Invent

DevSecOps powers the Green Team mission!



// Infrastructure trends

virtual machines containers functions

2008: Amazon EC2
2012: Azure VMs
2013: GCE

2013: Docker
2014: Kubernetes
2015 Apr: ECS (AWS)
2015 Jul: GKE (GCP)
2017: AKS (Azure)
2017: EKS (AWS)

2014: AWS Lambda
2016: Azure Functions
2017: GCP Cloud 
Functions



microservices architecture3-tier web application

"monolith"

// Workload evolution



// 2015-2017: height of data exposure

● US National Geospatial Intelligence Agency - intelligence data, SSH 
keys, passwords

● CENTCOM / PACOM - 1.8B internet content/histories

● INSCOM - NSA data and DoD battlefield intelligence

● Accenture - internal technical data including VPN keys, dumped 
hashed passwords

● FedEx - PII for 119k global customers

● Experian - PII and financial data for 123M households

● TigerSwan / Talentpen -defense intelligence, law enforcement info for 
Vets with clearances 

● World Wrestling Entertainment Corp - 3 million emails w/PII

● Chicago Board of Election Commissioners - voter PII, SSNs

● Dow Jones & Wall Street Journal - PII and credit card info for 4M users

● And more…

By default, new S3 
bucket settings do not 

allow public access



{
    "Version": "2012-10-17",
    "Statement": [
        {
            "Sid": "AllowPutObjectS3ServerAccessLogsPolicy",
            "Principal": {
                "Service": "logging.s3.amazonaws.com"
            },
            "Effect": "Allow",
            "Action": "s3:PutObject",
            "Resource": "arn:aws:s3:::DOC-EXAMPLE-BUCKET-logs/*",
            "Condition": {
                "StringEquals": {
                    "aws:SourceAccount": "111111111111"
                },
                "ArnLike": {
                    "aws:SourceArn": "arn:aws:s3:::EXAMPLE-SOURCE-BUCKET"
                }
            }
        },
        {
            "Sid": "RestrictToS3ServerAccessLogs",
            "Effect": "Deny",
            "Principal": "*",
            "Action": "s3:PutObject",
            "Resource": "arn:aws:s3:::DOC-EXAMPLE-BUCKET-logs/*",
            "Condition": {
                "ForAllValues:StringNotEquals": {
                    "aws:PrincipalServiceNamesList": "logging.s3.amazonaws.com"
                }
            }
        }
    ]
}

!=

// Why? Different services for different purposes

storage for machinesstorage for humans



Nov 6, 2017

The AWS console now highlights all 
publicly-accessible S3 buckets. Bucket 
Permissions Check will display the source for 
the public access (bucket policy, bucket 
ACLs, or both). 

In addition, when you change bucket 
policy or bucket ACLs, S3 console will 
analyze them and alert you if those 
changes will enable public read and write 
access on the bucket. 

// 2017: S3 security usability enhancement



// 2017-2019: More S3 security enhancements

● Aug 14, 2017 AWS Config

○ Check your S3 buckets for unrestricted public access

● Nov 15, 2018: S3 Public Block Access

○ "Centralized control to prevent variation in security 
configuration"

○ Override S3 permissions that allow public access

○ Every bucket in your account

● Nov 21, 2018: CloudFormation coverage for S3

○ Support for PublicAccessBlockConfiguration

● Oct 16, 2019: Amazon GuardDuty

○ Alerts you that S3 block public access was disabled for 
an S3 bucket

Azure
● Jul 15, 2020: 

AllowBlobPublicAccess

Google
● Dec 15, 2021: 

storage.publicAccessPrevention





// 2019-2023: EVEN MORE S3 security enhancements

● Access Analyzer for Amazon S3
○ Dec 2, 2019: alerts you when you have a bucket that is configured to allow access to 

anyone on the internet or that is shared with other AWS accounts
○ Apr 27, 2020: discover S3 buckets that can be accessed publicly or from other accounts or 

organizations
○ Mar 10, 2021: prevent public and cross-account access before you set permissions

● Amazon Macie (harvest.ai acquired in 2017!)
○ May 13, 2020:  80-90%+ price reduction - inventory buckets and sensitive data
○ May 17, 2021: use criteria to scan existing and future buckets

● AWS Control Tower
○ Apr 8, 2021 - enable the “Block Public Access” setting for all managed buckets

● S3 has new security defaults
○ Announced Dec 13, 2022, activated between Apr 5, 2023 - Apr 28, 2023
○ Block Public Access and disable access control lists (ACLs) for all new S3 buckets

🤯

Why did S3 have ACLs in the first place? 2006, 2011



// 2018+: Cryptojacking

● Attacker finds cloud credentials

● Launches super powerful VMs

● Installs cryptocurrency mining software

● Starts mining crypto

● Runs up your bill!

○ Less obvious if throttled

○ Maybe on resources/regions you don't use

Tips!

Monitor logs for cloud regions 
you aren't officially using.

Disable/block cloud services you 
aren't officially using.



// ~2017-2018: Zero Trust Network Architecture



// ~2017-2018: Zero Trust Network Architecture

Traditional high-trust network

1. Microsegment individual resources

2. Authorize by identity (not IPs)

3. Permit access by least privilege

4. Verify explicitly and continuously

5. Encrypt end-to-end

6. Monitor and automate

NIST SP 800-207

● No implicit trust granted to assets or user accounts 
based solely on their physical or network location (i.e., 
local area networks versus the internet)

● No implicit trust or based on asset ownership 
(enterprise or personally owned)

● Credential theft

● Phishing attacks

● Lateral movement

● Privilege escalation

● Insider threats

● Data exfiltration

Key characteristics: Helps address attacks:



// 2019: Capital One breach

● Capital One breached

● No evidence the data was used for fraud or 
shared

● 100 million US credit card customers affected

● 1 million Canadian Social Insurance Numbers

● 140,000 Social Security numbers

● 80,000 bank account numbers

● Fined $80M by the Office of the Comptroller of 
the Currency (OCC)

● Paid $190M for a class action suit

● Years of cleanup





// 2020: Working from Home

● Digital entertainment - streaming, 
games, social

● Remote work & collaboration

● E-Learning

● E-Commerce

● Accelerated cloud adoption & 
migration

● Remote, distributed operations

● Research collaboration

● Public services

Coders Against Covid 
findcovidtesting.com



// 2020: Telemedicine

● Office of Civil Rights (OCR) at 
Health and Human Services 
(HHS)

● Unprecedented expansion of 
relaxation of HIPAA enforcement

● HIPAA compliance lifted "in good 
faith" for apps used for 
telemedicine like Zoom, Google 
Meet, FaceTime, Facebook 
Messenger, Skype, 
GoToMeeting…

● No telehealth waiver for 
Facebook Live, Twitch, TikTok, 
etc.



// ~2020-2023 Secrets on GitHub

● Credentials hardcoded into code

○ Generic passwords

○ API keys

○ Access tokens

○ SSH RSA keys

● By design, commit history means 
removing secrets is non-trivial

● Python, JSON, env, javascript

● Dockerfiles, Kubernetes configs, 
Terraform, Ansible

● Top offenders are India, China, USA

The State of Secrets Sprawl 2023
GitGuardian



// 2010s-on: DoS (Distributed denial of service) attacks



// Cloud adoption trends

2010-2013 2014-2015 2015-2018 2019-2021 2022-now

Usage: 
Experimentation 
and exploration

Building individual 
business processes, 
going production

Earnest hybrid and 
multicloud 
strategies

Widespread 
adoption, hybrid 
and multi-cloud

Optimization and 
integration, cost 
management

Security: highly 
skeptical

Cloud-specific, new 
enterprise features

More attention to 
shared responsibility

Measurable, 
repeatable, code

Predictive, 
proactive



// Cloud compliance trends: B2B, B2G, regulatory

● 2008: Cloud Security Alliance

● 2010: AICPA SOC 2 (SSAE 16)

● 2011: The NIST Definition of Cloud Computing (SP 800-145)

● 2011: FedRAMP launched by the Office of Management 
and Budget (OMB)

● 2011: PCI Cloud Computing Guidelines

● 2013: Applying PCI DSS to Cloud Computing Environments

● 2015: ISO 27017 cloud implementation guidance for ISO 
27002

● 2016: HHS guidance on HIPAA and cloud computing



// 2023: AI security

Concerns

● Prompt injection

● Malicious training data

● Hallucinations

Opportunities for cloud security

● Event log analysis

● Anomaly detection

● Policies, reports, documentation

● IR playbooks

● Code analysis and generation

● Forensics analysis

ScaleSec's eBook on using AI securely

https://scalesec.com/secure-generative-ai-for-business-growth-ebook


"...[they accessed] user email from 
approximately 25 organizations, 
including government agencies 
and related consumer accounts in 
the public cloud."

// 2023: Microsoft breached by Storm-0558

● China-based actor Storm-0558
● Notified by a customer with Exchange Online anomalies
● Stole Microsoft's consumer certificate authority (CA) signing key

○ Microsoft account (MSA) service
○ MSA powers authentication for all consumer based 

platforms, like Xbox, outlook.com, etc
○ They aren't sure how
○ Not in a crash dump as previously reported

● Used the key to forge tokens (credentials) for Outlook Web 
Access and Outlook.com

● Cause: "Developers in the mail system incorrectly assumed 
libraries performed complete validation and did not add the 
required issuer/scope validation"

● Microsoft says they took actions to prevent future occurrences, 
including invalidating the stolen key Not in a hardware 

security module (HSM)?



// 2024: Microsoft breached by SVR

● Midnight Blizzard

○ Russia’s Foreign Intelligence Service (SVR)

○ Same actors behind 2020 Solar Winds breach

● Jan: broke into corporate email and obtained 
passwords that Microsoft had emailed to customers

● Breached Microsoft's test environment, then gained 
access to Microsoft's Corporate environment

● Mar: Now using those passwords to attempt logins 
(spraying)

"...corporate email accounts, 
including members of our senior 
leadership team and employees 
in our cybersecurity, legal, and 
other functions, and exfiltrated 
some emails and attached 
documents…"





// The future…

Expect little change for:

● Misconfigurations by cloud customers

● Confusion about the shared 
responsibility model

● Supply chain attacks

● Breaches of privileged tools

○ E.g. Solar Winds

● Unintentional data/secrets exposure

Emerging

● AI-powered attacks

● "Ransomcloud" coming soon…



// Closing thoughts

Advice

● Buy more than you build

● Get a hardware key MFA

● Use a password manager for 
humans and use a secrets 
manager for apps

● Inventory and inspect public 
code repositories

● Harden cloud tenants and turn 
on security services

● Prevent misconfigurations and 
secrets leaks

Blog: Harden cloud services

(March 2022 White House statement)

https://scalesec.com/blog/how-do-i-urgently-harden-cloud-services/


// Thanks!


